Pipeline bursting, production lines shut down, frenzy traffic, trains confrontation, nuclear reactor shut down, disrupted electric supply, interrupted oxygen supply in ICU -these catastrophic events could result because of an erroneous SCADA system/ Industrial Control System(ICS). SCADA systems have become an essential part of automated control and monitoring of many of the Critical Infrastructures (CI). Modern SCADA systems have evolved from standalone systems into sophisticated complex, open systems, connected to the Internet. This geographically distributed modern SCADA system is vulnerable to threats and cyber attacks. In this paper, we first review the SCADA system architectures that have been proposed/implemented followed by attacks on such systems to understand and highlight the evolving security needs for SCADA systems. A short investigation of the current state of intrusion detection techniques in SCADA systems is done , followed by a brief study of testbeds for SCADA systems. The cloud and Internet of things (IoT) based SCADA systems are studied by analysing the architecture of modern SCADA systems. This review paper ends by highlighting the critical research problems that need to be resolved to close the gaps in the security of SCADA systems.
: SCADA Application Areas systems to work from topographically inaccessible areas. However, this has lead the SCADA system more vulnerable for attackers to target from anywhere in the world [4] .
The modernisation of the SCADA system, standardisation of communication protocols and growing interconnectivity have drastically increased the cyber-attacks on SCADA system over the years. These type of attacks are becoming more sophisticated to commit the more traditional cyber espionage and sabotage in addition to cyber crimes. The smooth and genuine operation of SCADA framework is one of the key concern for the enterprises, because the outcome of break down of SCADA system may range from financial misfortune to natural harm to loss of human life [5] . A cyber-attack on a nuclear plant will have a global impact. Moreover, the security spillage in small networks can lead to a loss of services and financial loss to the utility company.
Many international institutes e.g. IEEE, Centre for the Protection of National Infrastructure (CPNI), American Gas Association (AGA), Industrial Automation and Control System Security (ISA), North American Electric Reliability Corporation (NERC) and National Institute of Standards and Technology (NIST) etc. publish guidelines frequently for secure SCADA implementation [6] .
Scope
To the best of our knowledge, this is the first work which discusses and seeks to interconnect the various aspects of SCADA systems ranging from architecture, vulnerabilities and attacks, Intrusion Detection Systems & techniques and the testbeds as shown in Fig, 2 . This allows for a more complete and holistic view of SCADA system security. We seek to answer the question "where to look for security vulnerabilities" by explaining the interconnection between SCADA architecture, the communication protocols. The linking between the communication and the vulnerabilities in the systems help answer "what to look for?". The mutual dependencies of the protocols, existing intrusion detection and prevention mechanisms and the vulnerabilities should be considered for detection and prevention of security issues. The lessons learned and the hardening techniques developed can only be deployed on the SCADA systems post rigorous validation on testbeds. The surveys published so far discuss and detail only one aspect of the SCADA security and thus fail to the show the interconnections between various dimension that is essential to design security mechanisms for the Figure 2 : Relation between different dimensions of SCADA security complex IIoT systems of the future. Thus, the motive of this review is to link the different aspects of SCADA security while considering their known loopholes.
Review methodology
This section describes the approach taken for selecting the various relevant papers and then classifying their work. We checked conference and journal ranking specifically for SCADA cyber-security, Industrial security, and CI. 4 . Fourth generation: The industries have been utilising the power of technology to build, monitor and control the systems. Integration of Internet of Things (IoT) innovation and economically accessible cloud computing with SCADA systems has considerably lessened its infrastructure and deployment costs. Moreover, the integration and maintenance are also easy as compared to the previous generations [12] . Industries 4.0 is an example of a fourth generation SCADA system as shown in Fig. 8 . It includes distributed cognitive computing, CPS, IoT, and cloud computing [13] . SCADA systems already share a few characteristics of IoT, e.g. data access, manipulation and visualisation. IoT differs in terms of interoperability, scalability and capability of big data analytics. The collection and control of all data are done using an open communication standard. The collected data is stored on clouds and extraction to get valuable insights from data. Industrial Internet of Things (IIoT) or Industry 4.0 refers to the developments in fourth generation SCADA systems. IIoT is described as IoT in industries. It is a network of devices with a significant focus on transfer, control of critical information, getting insights from large data,. Therefore, to inculcate IIoT in SCADA, several devices, protocols need to be integrated into the existing system. IIoT has also improved its resilience by identifying anomalous behaviour using data-driven techniques [14, 15, 16] . Also, the CI system has a significant concern for the losses due to However, using predictive maintenance, these downtimes can be reduced, increasing the production of the system [17] .
SCADA Communication Protocols
The communication protocols are regulations for the data depiction and exchange over a communication link. [18] . SCADA communication protocols play a pivotal role in MTU-RTU interactions. At first, instruments and protective relays permitted remote communications using local RS232 association or using a dial-up modem interface. But due to scalability issues, they have moved to more advanced protocols [19] .
As the SCADA system is a composition of many components, if each component uses a vendor-specific protocol, it will not be able to communicate with other components. Each vendor-specific SCADA protocol has its own rules and procedures of communication which can vary from data presentation and conversion, assignment of addresses to command generation and status information. Therefore, to support interoperability and cost efficiency, some open standards were presented.
To encourage open protocols, the Open System Interconnection (OSI) Model was introduced in 1984 [20] . The OSI model shows the data communications process composed of seven independent layers, and each of the layers describes how the data is handled in the different stages of transmission. Open protocols increase the availability of the device, interoperability, vendors independence, optimised cost, easy technical support, etc.
A study of various communication protocols is done below. Data link layer convention, transport functions, application conventions and data link library are the core components of the DNP3 protocol. A user layer is appended to the EPA architecture which is responsible for multiplexing, data fragmentation, prioritisation and error checking, etc. In the layered architecture of DNP3 protocol, application layer details the packet design, services, and procedure for the application layer. This message is then forwarded to the pseudo-transport layer which forwards the segmented data unit to the data link layer [19] . It further forwards the message to the physical layer [23] . It supports multiple-slave, peer-to-peer (P2P) and multiple-master communication.
3. IEC 60870-5 Protocol: The International Electro-Technical Commission(IEC) 60870-5 protocol also follows EPA model. The application layer is included as an additional top layer of EPA architecture which indicate the functions related to telecontrol framework. Telecontrol framework based variations e.g. T101, T102, T103, T104 characterize diverse particulars, data objects and function codes at application convention level [24] . For the efficient transmission, DNP3 layer stack adds a pseudo-transport layer, but it is not used in IEC 60870-5. [25] . The user, application, data link and physical, the four-layer stack is used in Foundation Fieldbus. The architecture of Foundation Fieldbus follows the OSI layer model in which the user layer is added as an additional top layer of the application layer. The user layer acts as a gateway between software programs and field devices. Easy process integration, multifunctional devices, open standard, decrease massive wire cost features superior it from other protocols.
5.
Profibus Protocol: Process Field Bus (Profibus) protocol was promoted by BMBF (Germany). The communication of data between MTU and RTUs is a cyclic process. MTU reads RTUs input data and writes RTUs output data. Field Bus Message Specification (FMS), Distributed Peripheral (DP), and Profibus Variations (PA) are the three versions of Process Field Bus (Profibus) protocol. Profibus is most popularly used in discrete manufacturing and process control [7] . 6 . IEC 61850 Protocol: The International Electro-Technical Commission(IEC) 61850 protocol was developed by the IEC Technical Committee 57 [26] . A group of manufacturers (ABB, Alstom, Schneider, SEL, Siemens, Toshiba, etc.) proposed this protocol to improve the interoperability of equipment [27] . This protocol differs from other OSI reference models in the sense that it also describes how data is executed and stored apart from how it is sent and received. The source and destination address are 48 bits each [28] . IEC 61850 is generally used in electrical substations for communication among intelligent electronic devices [26] . Moreover, IEC 61850 abstract data models can be mapped to many other protocols, e.g. MMS, GOOSE, and SMV [29] . [30] . These protocols are more widely used. DNP3 and IEC 60870-5-101 focus on providing the first level solutions of Data Acquisition Interoperability. These are required to communicate outside the substation [23] . DNP3 allows SCADA systems to poll at different frequency while IEC 60870-5-101 poll at the same frequency which helps it is a case of limited bandwidth. The packet size in DNP is larger than IEC 60870-5-101. Hence for long distance DNP3 protocol is favoured. Modbus is, for the most part, utilised for applications where the volume of information exchange is low [19] . It is a quick and safe convention, and a ton of data is loaded in one message [18] .
Modbus is a single layer protocol while DNP3, Foundation Fieldbus uses four-layer architecture. Modbus is mainly targeted for low volume data applications. Only DNP3-SA and Profibus support encryption and authentication control, while Modbus is an insecure communication protocol. IEC-6870-5-101 and IEC 61850 do not support encryption but allow authentication control. Many factors affect the protocols selection for communication, for example, the utility of the system, location where the SCADA system will be implemented. Since choosing the best protocols ensures that if needed the developed system will have good potential for scalability. Systems should have the flexibility to incorporate security in communication protocols. [36, 37] . Low overhead, multicast and ease to use are the basic pillar for IoT devices. IoT devices have much less memory and power supply in comparison to traditional Internet devices. It uses an Efficient XML Interchanges (EXI) data format that leads to a more space efficient protocol. It also supports resource discovery, message exchange, auto-configuration, built in header compression etc. It uses four types of message, i.e. confirmable, non-confirmable, acknowledgement and reset. Confirmation messages are used for reliable communication; acknowledge message is used for successful delivery of the message. By default, CoAP is bound to User Datagram Protocol (UDP) and security is provided using Datagram Transport Layer Security.
2. MQTT : MQTT, a publish-subscribe-based messaging protocol, was developed by IBM. It is client/server protocol, where clients act as a publisher or subscriber and server behaves like a broker. The information is arranged in a topics hierarchy. Topics name are generally in text format, which increases the overhead. A client sends a control message to the server when it wants to publish a message. The server distributes the message to the subscribers later. Neither publisher nor subscribers need to share their configurations, location. MQTT is supported over Transmission Control Protocol (TCP), which restrict its use for all types of IoT devices. MQTT control message size varies between 2 bytes to 256 megabytes. It supports 14 control messages to manage publisher-broker-subscriber communication [38] . Apart from MQTT, few extensions, e.g. MQTT-S/ MQTT-SN are proposed which specifically focus on cost and power effective solutions. These include replacing topic text with topic Ids, buffering procedure for nodes in sleep mode etc. MQTT-SN is proposed to use over UDP or Bluetooth.
The communication network protocols do not support security features. Therefore, they are prone to cyber-attacks. In the next section, we discuss the inherent vulnerability of SCADA systems by looking at reported attacks.
Taxonomy of attacks
Recently, the number of security-related attacks on SCADA system has drastically increased. Threats like Stuxnet [39] , Aurora [40] , Maroochy [41] give us a clear idea of how much damage a determined adversary can cause even on the general public. Table 2 summarises the various threats to the SCADA systems. Table 2 summarises the various threats to the SCADA systems. The physical security of these systems remains a significant issue due to geographical distribution. These systems are expected to run without any interruption, so any patch or upgrade cannot be applied without compromising its productivity [32, 33] . Moreover, most of the communication happens on the wireless network, which makes it vulnerable to network security attacks [35] . The architecture and design of SCADA systems are available in the form of patents or publications, which make it accessible to hackers [34] . We have also highlighted the vulnerable SCADA component w.r.t. each threat. Sensors and actuators are prone to physical security as they are generally deployed in remote areas. PLC, MTU, and RTUs still uses legacy SCADA software, and are restricted to update. Therefore, these are even prone to well-known vulnerabilities exploitations. A lot of attacks have been detected even with advanced security solution enforced in the system. The first known cyber-security attack occurrence including SCADA framework [32, 33] .
All components
Operating System Vulnerabilities
The SCADA system is expected to be running continuously without interruption. So any patch to the SCADA system cannot be applied.
Authentication Vulnerabilities, i.e., Permission, Privileges, and Access controls Generally, for employee convenience, the passwords are shared, which eliminates the sense of authentication and accountability [34] . Also, some vendors put default passwords, which are used without modification by the user. Moreover, password policies also very weak [35] .
Improper authentication, i.e., Unauthorized remote access Due to the geographic distribution, to monitor the system, remote access is required. Remote access is more vulnerable to unauthorized access.
Audit and Accountability, i.e., Monitoring and Defenses Cryptographic communications, Intrusion detection system (IDS), firewall are not universally used. It is challenging to implement these cryptographic approaches on sensors or actuators, considering the resource capability and scale [34] . Security documentation is also limited. The potential for zeroday attacks is always present. The security assessments tools are also lacking to achieve up to the mark performance.

Wireless communication network
In SCADA systems, the communication link is mainly wireless. Depending on the implementation these links are vulnerable to the security attacks.
All components
Legacy SCADA Software Most of the SCADA systems use legacy software which was designed long ago. Security of the system was not a consideration at that time [34, 35] .
Upgrade restriction The processors are constrained by low computation power and memory resources, and also these systems are not compatible with upgrades [35] .
Public Information In most of the application sectors, the design and architecture of SCADA system are published making it available to attackers. Also, employees working on a firm leak the information from their past working place [33] .
All components was in 1982, in which enemy implanted a Trojan in the SCADA framework that was responsible for controlling the Siberian Pipeline. A brief analysis of the reported attacks is given in the next subsection. 
Analysis of Attacks
In 2017, the Repository of Industrial Security Incidents (RISI) database [42] , a publicly available online database, contains 242 incidents that are recorded from 1982 to 2017. This data set is considered as one of the richest to date to understand the attacks taxonomy. The real count of such attacks is much more than because many real-time attacks are not reported [4] .
It is necessary to analyse the previous security assaults to prevent future attacks, i.e., how the attacks have been carried out [4] ? How can the system be made more robust against these attacks? Moreover, Henrie in [50] commented on the current cyber state of SCADA system that these attacks are "real and expanding". An in-depth analysis of these security incidents can provide the capability to detect and prevent these attacks priorly. Miller and Rowe analysed past attack records based on originating sector, the way attack was implemented, and attack target sectors. Their study on previous attacks gives the nature of those attacks.
In Table 3 , We summarise some of the high-impact SCADA security incidents chronologically. The table highlighted the country and industry in which the attack was reported. It also lists the target component, impact of the attack, the method used to launch the attack. The impact of the attack is categorised into six categories, i.e., Financial Loss, System Damage, Production Loss, Daniel of Service, Latency, and Intellectual loss. We further classified the type of attacks into five categories, i.e., Malware, Noncyber attack, Unauthorised Remote Access, Interruption of Service, and Unknown. Unknown denotes the attack category for which the source is still unknown. The attacks in Table 3 are chosen to cover a maximum number of impacted industries over the years. According to RISI repository [42] , about 17 countries have one reported security attack per country. The entire RISI dataset was analysed to find out patterns and highlight key points. Organised hacking groups cause 5% of the reported attack. The result of the analysis in Fig. 9 number of reported attacks vs country shows that the USA and UK are the countries most affected by cyber-attacks. Sixteen reported attacks do not mention the country name.
There are seven countries which have two cyber-attacks per country. However, this observation depends on the quality and completeness of the RISI database. The completeness of the RISI data set depends on the nations who report these attacks. Moreover, 20% of the attacks on critical infrastructure are unknown [51] .
In Fig. 10 we analyse the number of attacks reported vs period. We have examined the count over a five-year interval. (36), most of which were due to malware attack. However, after that, there is a decrease in the count of attacks.
In Fig. 11 we analyse which application sector is more prone to the attacks. Forty-eight attacks have been reported in the transportation sector which is followed by 46 attacks in power and utilities. The reason for the more vulnerable industry may depend on the revenue obtained due to the attack. Moreover, an attack can originate from many sources to harden the mitigation processes. Fig. 12 shows that approximately 28% of the reported attacks are due to malware attack. Unauthorised access is also another cause of many attacks. Therefore, adequate security policies should be practised in industries. Miller and Row in [4] , analysed that there is a drastic increase in the count of cyber-attacks over the years. As per the Dell annual report [52] , the number of attacks against SCADA systems doubled in 2014 on the year-to-year basis. The expert also confirmed that most of these attacks are politically motivated. The countries which have extensive SCADA systems are Finland, the United Kingdom, and the United States. We need to strengthen cyber-security measures of SCADA systems, to shield them from cyber assault [53, 54] . The attacks on SCADA have miserable effects. New secure architectures are required for SCADA systems. Therefore, Fawzi et al. in [55] proposed a model embedded in control theory to guarantee appropriate "estimation and control of linear systems" when an aggressor degrades a portion of the sensing devices. The strength of this approach to accurately reconstruct the states during attacks is ably demonstrated utilising discrete simulations. Cardenas et al. first explored research challenges for the security of the cyber-physical system (CPS). [56] . The authors focus on the requirement of secure CPS and also discussed some of the vulnerability that might occur due to the fusion of cyber and physical systems. Clifford Neuman, in [57] focus on the design for the secure CPS. He has also enlightened the possible research area that will enhance the security of the CPS. In the proposed work, the author suggests combining security as an integral part of the basic design of CPS. For SCADA system, the security goal is generally reverse of the prioritised security goals for traditional information technology systems, as shown in Fig. 13 . Therefore, attackers generally target to interrupt the SCADA system availability.
With time, attackers have started using more sophisticated techniques to compromise the security of SCADA systems than ever, so the threats are increasing. An attack scenario using electric vehicle infrastructure is described in [58] . Till now, attackers have mainly focused on high-level systems, i.e., HMI and communication protocols. Surprisingly, the exploitation of field device firmware is a least focused research area [59, 60, 61] .
Hence a quick and efficient attack detection systems are required, and we will discuss attack detection systems in the next section.
Intrusion Detection Systems
NIST [62] characterises IDS as the procedure of observing events in a host system or network, and these events are analysed for signs of unusual incidents. [63] . IDSs monitors the traffic and operation of network and host system; if it senses some security violation, the system administrator is notified. The research work for IDSs has been carried out since the 1980s by Aderson. Generally, for analysing system behaviour, IDSs need training and validation data sets We surveyed some of the widely used publicly available datasets. Power system dataset [64] include measurements related to the electronic transmission system, control, cyber-attacks behaviour collected from Snort [65] . Gas pipeline and water storage tank dataset [66, 67] consist of cyber-attacks against two lab scale frameworks. This was created using re-enactment of actual defective and ordinary operations of a gas pipeline and water tank separately. It consists of three categorical features which include payload info, ground truth, and network info. 2,74,623 instances with twenty-row features have been involved in this dataset. Moreover, some unusual pattern were identified in this dataset which helps to machine learning algorithms to detect attacks. KDD99 [68] is widely used dataset since 1999 for the evaluation of IDSs. It is created by using data collected in DARPA'98 IDS. It consists of forty dimensional 49,00,000 single connection records. However, this dataset does not include analytical or experimental validation of data's false alarm characteristics. It also includes redundant and duplicate instances. Therefore, a re-sampled version of KDD dataset, NSS-KDD [69] dataset was created. The first DARPA dataset, simulated over an air force base, was published by MIT Lincoln Lab in 1998 [70] . However, in 1999, an improved version of this dataset which includes suggestion by computer , an extensive and publicly available database for the software and hardware vulnerabilities in a different domain is a good source for extracting SCADA specific vulnerability. NVD includes an examined analysis of all these reported vulnerabilities using the Common Vulnerability Scoring System (CVSS) framework and provides a base severity score for vulnerability by considering the scope of the attack, vulnerability component, impacted component, attack vector and complexity, frequency, privilege required etc. NVD indexes reported the vulnerability to Common Vulnerability Enumeration (CVE) [72] Ids that enable automated vulnerability management. CVE Ids help to provide a common name for publicly available vulnerabilities. However, a lack of the complete SCADA attack data sets inhibits cybersecurity research for SCADA. There is not a comprehensive dataset covering all the attacks worldwide. Therefore, researchers are required to create the datasets by simulating test-bed with attacks. Moreover, only a few algorithms exist for datasets creation. For zero-day attack detection, advancement in these algorithms is required [73] . Rodofil et al. in [73] proposed a modular dataset generation framework for SCADA cyber-attacks. Yang et al. in [74] , simulated the influence of a simple cyber attack in smart grid compromising the integrity of the system. Authors highlighted an immediate need to look for a robust and timely technical solution for detecting and preventing cyber attacks.
An IDS consist of sensors, analysis and detection engine, a notification system. Sensors which are deployed either on host or network are responsible for collecting network and host data. The received data is sent to the analysis and detection engine, which investigate and detect the presence of intrusions. If an intrusion is detected, a notification system notifies the system administrator. IDS techniques can be studied based on the source of information, and analysis methodology. A brief analysis of these detection techniques is given below.
Classification Based on the source of information
Based on the source of information, IDSs are generally divided into Host-Based Intrusion Detection(HIDS) and Network Intrusion Detection System(NIDS). HIDS relies on the host activity and states information which can be file-system modifications, application logs. To specify/detect host-level misbehaviour is easy as HIDS auditing is distributed [75] . NIDS relies on the traffic generated on the network by the various set of devices. Table 4 shows an analysis of classification of IDSs. HIDS provides approximate real-time intrusion detection without requiring extra equipment. HIDS such as Tripwire [76] and OSSEC [77] uses whitelists of the filesystem. It is performing file integrity scans which identify any abnormalities which can classify possible intrusions. Moreover, NIDS provide real-time detection, and it is hard to remove evidence of NIDS. NIDS such as Snort [65] and Bro [78] use rule sets that define a type of intrusion or unacceptable behaviours such as a port scan or a DoS attack attempt. Shekari et al. in [79] proposed a radio frequency-based distributed intrusion detection system (RFDIDS) for SCADA systems. Even if the entire SCADA system is considered untrusted, RFDIDS remains reliable. The monitoring of the power grid substation activities is done using radiofrequency emissions (particularly at low frequencies ). Flosbach et al. in [80] proposed an extensible and scalable network-based IDS to secure control networks in the domain of power distribution. They mainly targeted to detect process-based attacks, e.g. manipulated control commands by assessing the local physical process and all control commands continuously. They have also successfully deployed their model at a Dutch power distribution substation. HIDS resides on 5. Monitors specific system activites.
is susceptible to disablement
Network Intrusion Detection System (NIDS)
Relies on the traffic generated on the network by various set of devices.
1. Real-time detection and response.
1. It fail to analyze Snort [65] 2. Detect attacks that HIDS miss.
encrypted information.
Bro [78] 3. Independent from operating system.
2. Fail to block the 4. Removal of evidence of NIDS is difficult.
attacks.
A consolidated DNP3 parser and validation policy are used in Wireless Bro to apprehend and handle the data communicated by SCADA devices. HIDS sensors are avoided to use in the SCADA components due to resource constraints. In comparison to HIDS , NIDS are generally preferred in SCADA networks. HIDS sensors cannot be installed owing to resource constrained of SCADA components.
Classification based on analysis strategy
In the analysis strategy, signature detection and anomaly detection are the major intrusion detection techniques. Apart from this, specification-based approaches are discussed under analysis strategy. An analysis of these approaches is discussed below.
Signature based intrusion detection technique: In signature detection techniques, network traffic is matched with an attack signature, i.e., misuse pattern of the intrusive detection stored in IDS. The behaviour of the system is compared based on the attribute of the network traces. If any host or network activity matches with stored signatures, an alert is triggered. This approach can achieve a good accuracy for intrusion detections which depends on the correctness of the misuse pattern. This technique is effective to detect known attacks, but it fails to detect new attacks due to the absence of signature of new or variants of known attacks. Oman et al. in [81] , presented a signature-based SCADA test setup for the power-grid sector to detecting the adversaries. However, in this proposal, the automatic gathering is done only for RTUs. Yang et al. in [82] , proposed a, rule-based IDS for IEC 60870-5-104 protocol. The abnormal events categorisation is done based on "Non-IEC/104 Communication","Spontaneous Messages Storm," Remote Control Commands or Remote Adjustment Commands from Unauthorized Client,"Reset Process Command from Unauthorized Client" and "Potential Buffer Overflow." Authors represented their approach using protocol traffic case-study. Anomaly detection systems can work efficiently if the traffic is regulated and have predictable behavior [83] .
Anomaly detection based intrusion detection technique: An anomaly detection, the system compares current network traffic with standard behaviour profile and if something (extremely) unusual appears then alert is raised. In this system, known intrusions are not required. The distinctive patterns are learned over time with specific statistical profiling of the usual behaviour of the overall system. However, this technique can result in false alarm rate because it is difficult to find a correct model for general behaviour [84] . This approach can detect zero-day attacks [85] . Yang et al. in [86] , have proposed an anomaly detection using the Auto-Associative Kernel Regression(AAKR) with Statistical Probability Ration test (SPRT) and applied them to the network traffic. Goldenberg in [87] , have proposed a model-based IDS with the low false-positive rate for Modbus network. This approach is compassionate which also alarm anomalies, e.g., a message appearing out of order in the normal sequence. Machine learning based techniques, i.e., probabilistic model-based technique, neural network-based approach, clustering model, multivariate based analysis are termed as statistical methods. Models are created based on these machine learning methods, and then these models serve as a reference model for intrusion detection.
Probabilistic model-based techniques are a data-driven unsupervised intrusion detection approach. Based on its analysis, it can distinguish between normal and critical states and removes the requirement for domain experts. The standard states are represented by a combination of the status and values that can be clustered into a finite group of dense clusters. The critical states take the form of noise, i.e., outliers,. It also extracts efficient detection rules from the identified states. Almalawi et al. in [88] , have also tested this algorithm on eight databases including five public databases. The presented algorithm approaches an average precision of 98% in recognizing the critical states. [92] , tried to leverage the evolution of the content of the specific locations in random access memory into means of characterising the normalcy or abnormality of network traffic. The proposed algorithm uses estimation methods from probability theory and applied statistics to measure normal progressions of RAM content. Yang et al. in [14] , recommend a multilayer framework without undermining the availability of real-time data. The proposed algorithm analyses multiple attributes so that the provided solution can diminish various cyber-attack threats. Authors have also introduced a testbed to investigate simulated attacks. The proposal consists of 3 attributes, i.e., access-control whitelists, behaviour-based rules, and protocol-based whitelists. Access-control whitelists are the first list verified for allowing access. Marton et al. in [94] , proposed a combination of partial least squares (PLS) and principal component analysis (PCA) to monitor abnormal behaviour.
Linda et al. in [95] , presented an IDS based on neural network (IDS-NNM) model. The algorithm uses a union of two neural network algorithm i.e.Levenberg Marquardt and the error backpropagation. The IDS-NNM consist of two steps. In the first step, a particular training set is created. Later, the neural network starts training using that training set. Once the training set is generated, it is used in the network communication system to identify intrusion endeavours.
Kravchik et al. in [96] , presented a study of detecting cyber attacks on ICS using convolutional neural networks on a Secure Water Treatment testbed (SWaT) dataset. Their research demonstrates that ID convolutional neural networks work better for anomaly detection as compared to other classification algorithms. Yang et al. in [97] proposed a deep-learning-based network intrusion detection system for SCADA networks using the convolutional neural network (CNN) to identify the salient temporal patterns of SCADA traffic. They mainly used it to detect conventional and SCADA specific network-based attacks.
Specification based approach:
In specification-based approach, a model is constructed which imposes its predefined strategy and send an alert if the observed behaviour does not follow this policy. This technique defines what is allowable regarding patterns. It has the same purpose of the anomaly detection system. However, in specification-based approaches, a human expert define the policy for each specification manually. This approach causes a lower false positive rate due to a manually defined specification. Once the specification is set up, it can start functioning without the need for training. Goldenberg and Wool in [87] , discuss a specification based approach, for IDS which works for Modbus/ TCP networks. A fixed sequence of the query and the response is observed in Modbus traffic, the fixed sequence is verified by operating over many SCADA network establishments. This DFA based IDS working on Modbus/TCP packets produces a very rigorous model, which has been evaluated using real traffic and it shows meagre false positive rate.
Apart from this, behaviour patterns are associated with certain attacks. These type of attacks are used with the composition of other attacks. Moreover, some IDSs approaches have been proposed to specifically for resource constraint devices [98, 99, 100] . Signature detection, anomaly detection, Machine learning based approaches are knowledge-based techniques. Behavioural detection approaches rely on the behaviour pattern. However, the specification approach uses knowledge as well as behavioural patterns. Apart from the signature detection approach, all the procedures can detect new attacks. Anomaly detection, machine learning based methods, behavioural approaches matches the pattern while signature and specification based approach need predefine specifications. Kraus et al. in [101] , proposed a quick attack detection system. In the proposed ontology-based model, system logs provide suspicious logs. Suspicious logs with the previous vulnerability database lead to the detection of the ongoing attack.
In [102] , N. Cuppens and Boulahia presented an ontology that describes alert in IDMEF format. Based on the specific content of the fitting attack, an alert is generated and system use rules-based algorithm to react. Garcia et al. in [103] , has proposed a method to correlate alarm in a decentralised system. The proposed system can identify organised attacks of several attackers. Table 5 shows a brief description of various intrusion detection systems, where data type represents whether the data used was simulated or collected on a real SCADA system . Input data and attacks handled represent the input to the framework and the threat model for respective IDSs. The technique represents the IDS categorization. Most of the IDSs do not specify the communication protocols. The data used for the verification of the systems are simulated due to the lack of the dataset. Traditionally, IDS is designed to detect a fixed type of attack, i.e., DOS, routing attack. There is an urgent need to develop an interface which can either combine various IDS and detect all possible attacks or develop an IDS which can detect various attacks.
Belqruch et al. in [104] , proposed to use Kippo, an SSH honeypot tool to log brute force attacks and shell interaction performed by attackers. Their aim is to distract the attacker from targeting the production server. Researchers are creating testbeds for the SCADA systems to overcome the deficiency of well-validated datasets for the verification of IDSs. A brief survey of the testbeds is done in the next section.
6 Testbeds for SCADA system Many approaches are used for the implementation of SCADA systems. We review some of them in the context of vulnerability assessment of SCADA protocols and system. The replication of a SCADA system can be physical, virtual-physical, virtual, hybrid. Table 6 shows a analysis of testbeds reported in literature. Here, we studied different proposed testbeds based on the techniques used, the communication protocol used for simulating, the type of testbed and the replication strategy for the testbed.
Mallouhi et al. in [106] , have proposed a testbed using "PowerWorld simulation system", Opnet, and automatic "software protection system". Farooqui et al. in [105] , have proposed a MATLAB based tool utilising TrueTime. The proposed Power Cyber test setup brings together VPN devices, relays to protect against overcurrent, Autotransformers, HMI and RTU software modules. Yang et al. in [115] , proposed a testbed which contains SCADA software and communication infrastructure for investigating man-in-the-middle attack.
A lot of theoretical security approaches have been presented in the last few years. However, the present research is still lacking practical approach [116] . Most of the security approaches need empirical data to train and test the system, In case of SCADA systems, these approaches fails due to lack of real empirical operational data. NIST had also suggested a set of guidelines in carrying out security assessment on SCADA systems. However, the development of testbed is an expensive process. These type of event need substantial financial investments. Only some government-sponsored projects for testbed generation could afford such a vast investment [105] . Moreover, the access to this testbed is restricted to the research community and academia. Thus, researchers focus on inexpensive and flexible approach for the development of SCADA test tools. We have categorised SCADA testbeds into four categories based on replication strategy.
Physical Testbed :
A physical testbed corresponds to the replicating the existing SCADA system and industrial utility. Therefore, it demonstrates an excellent representation of the reliable, exact physical system. The scalability and cost of the physical system is a great issue due to the need for hardware stacks. The physical testbed can be further divided based on the scalability of the SCADA system, i.e., small-scale physical models and full-scale physical models. Industrial control systems security testbed is an example of a small-scale physical model. This model was based on power generation. The proposed system contains power generation units, real-time programmable logic controllers, drives and Human Machine interface. The presented testbed implements the process monitoring/ data collection. This data facilitates the different methods for exposing the cyber-attacks. 
Modbus virtual testbed
Testbed for cyber-power system setting [107] Power system simulation and sub-station automation based on Open Platform Communication (OPC) client/server architecture.
DNP3 virtual testbed
A HIL SCADA testbed [108] phasor Measurement Units (PMUs) synchronized with GPS reference signals DNP3, Modbus
Hybrid model
A testbed for the gas-distribution system, water storage distribution and steel mining [109] Communication between HMI and UART-based MTU over 900MHz radio functioning as a repeater DNP3, Modbus
Small-Scale Physical Models
A CPS testbed for Smart Grid [110] Substations as two overcurrent relays each connected to a single Opal-RT RTDS (Real-Time Digital Simulator)
DNP3, IEC61850
Small-Scale Physical Models
Two software based RTUs that communicate through TCP/IP to a control unit connected to HMI and historian (both working in active and redundant modes). Industrial Control System (ICS) Security Testbed [111] Electricity generation simulated using AC and DC motor pairs, PLCs and HMI.
N/A Small-Scale Physical Models
Australian ICS security framework [112] Physical PLCs, VMware server, and networking hardware. N/A Small-Scale Physical Models National SCADA Testbed [113] Bolstered by various labs supporting more than twelve test sites with full-size devices like a power grid.
N/A Full-Scale Physical Models
MATLAB based testbed [114] MATLAB,Simulation packages such as OMNeT++, OPNET, and RINSE for the cyber layer simulation
Modbus Hybrid Model
The National SCADA Testbed (NSTB) [113] developed by United States Department of energy in Idaho National Labs(INL)is an example of full-scale physical models. It was designed for communication standards improvement. The maintenance of real hardware and software is a challenging task due to cyber-attacks. NSTB consists of a complex electrical grid with sixty-one miles, distribution lines of 13.8KV, transmission loop of 128KV and approximately three thousand points for monitoring. Many industrial protocols, e.g. internet protocol, GSM, ATM, MODBUS, DNP are supported in NSTB. Apart from the communication network, it supports firewall and VPN testing.
Virtual Testbed :
The virtual testbed is developed to overcome the limitations of the software as well as physical testbed as it isolates activities in the test environment from the physical devices and the external components. It provides an abstraction between the software and hardware layer that provide an easy way to configure systems. Therefore, it is considered a controlled environment. TASSCS [106] falls in this category. It is developed by NSF Center for Autonomic Computing, the University of Arizona. To simulate the control networks, e.g. Modbus, Allen-Bradley Data Highway, TASSCS uses Opnet tool and to simulate the operation behaviour; it uses PowerWorldi simulation system. Simulation of detection of attack/ protection is done using Autonomic Software Protection System (ASPS). 3. Virtual-physical Testbed : It is also called Hardware-In-the-Loop(HIL) testbed. In this approach, the physical part or the entire critical infrastructure can be replaced by a computer model. HIL usually involves connecting control devices with control components and data acquisition. The measurement of HIL is more realistic and cost-effective. The measurements results of HIL, latencies, communication pattern, are more practical which reflect the data present in the actual control system. Apart from this, vulnerability analysis, as well as behaviour based monitoring, is realisable in HIL. An example of the virtual-physical testbed is presented in [108] which is developed at USF Smart Grid Power System lab. The testbed was constructed to test energy management schemes, power grid cyber attack detection and prevention strategies. For visualisation, it uses PI-system.
4.
Hybrid Testbed : In this approach, replication of the SCADA system is done using simulated, virtualised, emulated and physical devices. The main focus of Hybrid testbed is to provide a testbed for the cyber-security purpose. An example of the Hybrid testbed is explained in [114] .
In this testbed, a cyber-security scenario for Modbus worm attack was implemented. The architecture of Hybrid SCADA system is divided into two-layer architecture, i.e., hybrid cyber layer and virtual physical layer as shown. This two-layer can either be a real or simulated component. The architecture of the hybrid test system consists of sub-units: item condenser, a recycle compressor, two-stage reactor, vapour/fluid separator and product stripper. Another example of hybrid SCADA testbed, i.e. SCADA-SST is presented in [119] for smart-grid and water tanks control. The proposed testbed is scalable, support hybrid scenarios, lightweight and can be widely used in different SCADA systems. It also supports malicious nodes templates, network attack scenarios. It is specifically developed for SCADA security evaluation and testing using OMNeT++ network simulator and INET framework. INET support the libraries needed to build communication network models. SCADA-SST components behaviour is written in C++. It also supports security analysis framework e.g.signature for the malicious node, attack scenarios, capturing and analysis of network traffic. Table 7 shows the advantages and disadvantages of the various categories of testbeds. The physical testbed has the highest degree of fidelity but to maintain real hardware and software is a challenging task. It is also a costly operation. Virtual testbeds have the lowest degree of fidelity and reliability. However, they are easy to develop. Therefore, various factors such as fidelity, reliability, cost, scalability issue should be considered to select the type of testbed. Now, hybrid testbeds are preferred because they have good accuracy and cost-effective.
With the rapid advancement in technology, new technologies rapidly replace old techniques. In the next section, we will study the recent improvements, i.e., IoT based SCADA system.
Recent advances in SCADA
The future Internet is considered as another game-changing idea for traditional SCADA frameworks. The current SCADA frameworks use a combination of characteristics of old and new features, due to which, their security is in greater danger. Generally, the SCADA system is inflexible, static and follows centralised architecture. These weakness limit the SCADA system interoperability. Therefore, to overcome the limitation of the existing SCADA, a sensor cloud-based SCADA infrastructure has been proposed. We can say that the integrated SCADA systems, an amalgamation of industrial business systems and the IoT, is more prone to attacks in comparison to the traditional SCADA due to the larger exposed space [122] . Wei Ye and John Heidemann in [123] introduced a new cloud-based framework which is capable of virtualising a wide range of sensing frameworks, comply new techniques for data processing, use cloud computing for managing a large amount of data collected from sensors.
Alcaraz et al. in [124] , proposed VS-Cloud, a virtual SCADA architecture. His main focus is cloud storage. The SCADA system should offer dynamic sensing services management, i.e., It should allow dynamic creation and configuration of the offered services. The privacy of data should be provided. The proposed system should be scalable, fault tolerant, inter-operable, and energy-aware [125] .
IoT provides interconnectivity among various real-time sensors and other intelligent electronic devices. A typical IoT application platform is used for data analysis, SCADA PLC, queries, and reporting, remote terminal, process control, the web, cellular App, Historian, monitoring. Therefore, it has become a tremendous development in the area of real-time industrial infrastructure.
Industrial IoT is a new revolution in smart industrial sectors that provide enhanced automation and information sharing facilities manufacturing. It is a combination of cloud computing, cyber system, and connectivity. A smart industrial system based on IoT system can predict the failure cases using the network devices. Moreover, industry system is searching for solutions that can provide fault tolerance, scalability, availability, and flexibility. One proposed solution is to integrate the CPS with IoT using cloud computing services. However, traditional SCADA systems cannot properly measure security parameters. The integration of traditional SCADA systems with IoT is more vulnerable to security threats. Therefore, these future concepts need more research efforts [122] .
Real-time monitoring, Pay-per-use, licenses, cheaper capital and operating expense are the advantages offered by cloudservice [126] . Cloud-service providers handle the maintenance, upgrade of these systems. Once they are upgraded, they are available to all users instantly. The main concern of cloud-SCADA is security and performance issues [127] .
Tracking of hackers, information leakage, latency time, privacy issue [122] reliability of the cloud servers should also be taken into consideration before shifting to cloud-SCADA. [128, 129] . The communication link, relying on cloud-based communication, can suffer from the Man-in-the-Middle attack, DoS attacks because the adversaries can still sniff, alter, or spoof the information on the network. The reliance on cloud communication opens more back-doors to the SCADA systems and critical infrastructure. The security risks in the traditional system will be carried forward owing to the communication protocols used like Modbus/TCP, IEC 40, and DNP3 which are suffering from lack of protection. Moreover, these systems use commercial off-the-shelf solution rather than the proprietary solution. The information communicated to the cloud is divided locally. The probe of system application running on the cloud can be done, and therefore, these can be attacked by the attacker.
Future Research Directions
Even with the advanced security algorithm, a lot of attacks on SCADA system have been detected. This section highlights the future research scope abridging the gap between the current state of SCADA and an advanced, robust SCADA system. [75] suggests more research is required to define the performance metrics for the validation of IDSs. In most of the analysis, only attack discovery rate, false positive and false negative rates are provided. Time taken to detect the attack, an essential standard for performance measurement is a missing parameter from current research. Therefore, even if it is guaranteed that IDSs will detect the attack and the latency is high, the attacker will have sufficient time to damage the system. We did not find any paper which compares the IDSs based on the placement of the detection system. [131] , propose that SCADA system security must be an overlap of computer security, communication network, and control engineering. IDSs should be able to record the features of a specific SCADA system, i.e., the versatility of the physical system, communication pattern, system architecture, etc. A new area of research can be alert post processing for reducing false positive alert, as well as the development of techniques for alert correlation. Multi-step intrusions techniques can be used to correlate isolated intrusions [132] . Moreover, not all intrusions can be prevented, use of honeypots, honeynets, etc. is an attractive approach [104] . Shakarian et al. in [133] , proposed a new and realistic approach to delay the impact of intrusion in-spite of stopping it. This will help to minimise the probability that the intrusion reached its goal by giving the target system more response time. These kinds of techniques integrated with SCADA IDSs can help to avoid catastrophic events. 4. New communication protocol : In communication protocols, the focus is needed on the application and network layer security. Network security protocols should be integrated into these communication protocols.
Communication protocol for IoT-cloud based SCADA, i.e., a reliable, secure, scalable, open, low latency communication protocol is the new focus for the researcher. With Industry 4.0 evolution, IoT protocols are used in the SCADA system. These protocols lack reliability, raising the need for reliable communication protocols. Rezai in [2] , raised the issue of an efficient key management scheme. In the case of SCADA systems, network cryptographic solutions are not sufficient in blocking the attacks. There is still a need for extensive research for more robust cryptographic solutions, in-protocol authentication techniques, distributed security mechanisms which apply to SCADA systems. 5. Safe and Secure architecture and operating system : DOS, VMS, and UNIX operating systems, which have various vulnerabilities, were mostly used in SCADA. Now, Linux and Microsoft Windows-based operating systems have displaced DOS with UNIX based SCADA. However, Linux and Windows suffer from their vulnerabilities due to the large source code for operating systems. Microkernel architecture based operating systems can be used to reduce the attack surface for SCADA systems [134] . Apart from security, Safety guidelines should always be followed to the maximum extent to avoid acceptable risks. SCADA systems can be secured by utilising a more error-resistant architecture, secure and robust operating system, and usage of secure programming languages. Recently, Kaspersky launched a secure operating system for SCADA which does not have traces of Linux [135, 136] . Additionally, secure architectures for SCADA have been proposed recently [137, 138] . Safety of CI is an important concern. Safety protocols need to be mandatory. With IoTization, the safety of the end-devices is a big concern as these cheap devices are from different vendors which rarely follow safety guidelines. 6. Research focus for IoT-Cloud SCADA : Sajid et al. in [122] give some research proposals for a secure IoTcloud based SCADA system. Integration of IoT-cloud in traditional SCADA system offers new vulnerabilities and opportunities to share data/information/services over the web [139] . There is a dire need to grow new strategies that are fit for managing complex and large-scale frameworks. Research should be focused on continuously enhancing the security of these systems. In IoT-cloud based system, bandwidth overload and latency are a big issue. These parameters are dependent on cloud service providers. Delay in decision making, i.e., latency delay can cause a loss of production. So research should be focused to make this system robust. The high bandwidth and low latency providers should be encouraged. The potential of these systems is dependent on the cooperation among the responsible platforms.
To assure industries about these complex collaboration, more research is required. New development tools which can handle the complexity of service creation are needed. Apart from these, more productive and upgraded use of worldwide assets is needed. Sustainable development goals should also be considered in parallel to achieve robustness, scalability, reliability, real-time system. In IoT based system, a massive amount of data gets generated. Therefore, the security, analytics, storage, and complexity of this data are the principal concern.
9 Conclusion SCADA systems have evolved into sophisticated complex open systems based on advanced technology systems connected to the Internet. This medium has lead the SCADA system vulnerable to attackers. Over the period, many attacks on SCADA industrial control system have been reported. The impact and severity of these attacks varied. The smooth and genuine operation of SCADA framework is one of the key concern for the enterprises, because the consequences of break down of SCADA system may range from financial misfortune to natural harm to loss of human life.
As per the analysis of RISI SCADA attack database, the count of attacks seems quite less. There are two aspects to this analysis. First, most of the industries do not report cyber-attacks on their control system or SCADA for the sake of their reputation. Second, the impact of these attack can vary up to loss of human life. Therefore, there is an urgency for securing SCADA systems. However, there is a requirement of a responsive intrusion detection system which can alert the system managers about the possible attack on the system and network. These detection systems can use signature, specification, behaviour or machine learning based models for the enhanced security. There are many cryptographic approaches discussed in the research community, but we kept it out of scope for our review, as modern SCADA include a lot of resource constraint devices, which render the cryptographic solutions inappropriate.
This paper gives a structured and multi-dimension overview of security of SCADA systems. The major contributions of this paper are:-1. It provides a novel approach to SCADA security by linking various security aspects.
2.
A comprehensive analysis of RISI attack database, Intrusion Detection Systems, and SCADA testbeds.
3. Due to the IoTization and cloud-based SCADA, the research problems for secure SCADA has been widened. Therefore, a brief discussion about future research directions is done in section 8.
